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Agenda

ÅItôs all about Authentication!

ÅWhy should you care?

ÅFraudsters & technology evolve.

ÅWhat do businesses & bankers say?

ÅThe bank fraud environment.

ÅFraud loss migrations in context.
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Multi-Factor Authentication

Three basic ñfactorsò

o Something the customer knows

Å User ID, Password, PIN, security question answer

o Something the customer has

ÅDebit/Credit card, chip card, token, phone, etc..

o Something the customer is

ÅBiometric; voiceprint, fingerprint, iris/retina scan

o Multiple items of the same factor (e.g. 3 things the customer 

knows) is not multi-factor.
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Authentication Approaches

ÅUser ID and Password

o Strong and Weak

ÅSecurity Questions

o Pre-defined, Customer selected

ÅDevice Identification

o Active registration, Passive identification

ÅKnowledge Based Authentication

o Out of wallet, Bureau and non bureau based

ÅTokens

o Hardware, Software, Disposable

ÅOut of Band Authentication

o Phone, email, website, 
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Why Is This An Issue?

ÅThe average balance, per account, is in the range of $500,000.

ÅHalf a million dollars, on average, in a single account immediately 

makes the your account a high value target.

ÅFiduciary responsibility by customer to reduce risk through 

diversification of accounts. 

ÅProtect corporate assets, fraudsters read the same press we do.
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Tomorrowôs Challenges

ÅFraud attacks are compromising multiple factors

o Log in credentials, one-time passwords, 

o Device sessions in real time, and

ÅConvergence of telephony & computing

o Land lines to cell phones to smart phones

ÅDual Band Single Use

ÅDual Band Simultaneous Use

ÅThe phone and the computer are one
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Evolving Attack Methods

MITB ïMan-in-the-Browser Attacks

o Stolen Online Banking log in credentials

Å Activates on login & steals credentials & OTP

Å Blocks session and re-logs in from another machine

o Remote Control

Å Malware uses customerôs machine as a proxy to connect, 

appears to be legitimate customer

o Session Hijacking

Å Malware intercepts the session and activity then invisibly 

changes payee and amounts
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What do Businesses Say?
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Concern About Security
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What Bankers Say
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Online Banking Fraud
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The Fraud Environment
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The Fraud Environment



16

The Fraud Environment
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Shifting Losses



18

Shifting Channel Importance
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Cross-channel, Online & RDC



FBI Cyber Investigations

Thomas Ravenelle
Assistant Special Agent In Charge

Federal Bureau of Investigation
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FBI Cyber Program

ÅCyber Division formed in 2002

ÅCyber career path

o Cyber squads in all 56 field offices (4 in SF)

o National Cyber Investigative JTF

ÅRegional Cyber Action Teams

o Agents, forensic examiners, others

o Contractor support
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Focusing on the Threat

ÅNational Cyber Investigative Joint TF

o 17 LE and intelligence agencies

o Based in Northern Virginia

o Coordinates domestic cyber investigations

o Organized into Threat Focus Cells

Å Informal dissemination within group

Å Formal dissemination between agencies
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The FBI Strategy

ÅPrioritize against the greatest threats

ÅIdentify the most important actors

ÅTarget them with sophisticated investigations

ÅProsecute them wherever they are
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FBI Cyber Priorities

ÅCounterterrorism Intrusions

ÅCounterintelligence Intrusions

ÅCriminal Intrusions

ÅOnline Child Exploitation

ÅIntellectual Property

ÅInternet Fraud
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FBI Criminal Investigations

ÅVarious cyber-related offenses

o Unlawful access to computers

o Material support to terrorism

o Espionage/Economic Espionage

o Use of the Internet to trade child porn

o Intellectual Property Rights

o Fraud
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Cyber Fraud Criminal Hierarchy

Coders

Bot Herders

Carders

Mules

Brokers

Vendors

Developers

Arrows

Kingpin

OC
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Aggressive Investigations

ÅTechniques

o Undercover operations

o Wiretaps

o Confidential Human Sources

o Traditional investigative techniques
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Getting the Word Out

ÅDissemination ASAP of case information 

o Even in active criminal investigations

ÅInforming those who can use the data

o Within government 

Å Intelligence Community

Å Information Assurance ïDHS, USCERT

o Private sector

Å InfraGard

Å ISACs

o General public
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Getting the Word Out
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Overseas Efforts

ÅFBI Agent assigned to Romanian National Police for last 

four years

ÅRussia assisting with Cyber investigations and helping 

FBI get more involved with Ukraine (Estonia and the 

Hague soon)

ÅFBI Cyber asked to join Europol to combat organized 

Cyber criminal efforts

ÅFBI International Operations Division
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