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Al t 6 s aAuthentdtionl t

AWnhy should you care?

AFraudsters & technology evolve.
AWnhat do businesses & bankers say?
AThe bank fraud environment.
AFraud loss migrations in context.
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Multi-Factor Authentication

Three basic Afactorso
o Something the customer knows
A User ID, Password, PIN, security question answer
o Something the customer has
A Debit/Credit card, chip card, token, phone, etc..
o Something the customer is
A Biometric; voiceprint, fingerprint, iris/retina scan
o Multiple items of the same factor (e.g. 3 things the customer
knows) is not multi-factor.
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Authentication Approaches

AUser ID and Password
o Strong and Weak

ASecurity Questions
o Pre-defined, Customer selected

ADevice Identification

o Active registration, Passive identification
AKnowledge Based Authentication

o Out of wallet, Bureau and non bureau based
ATokens

o Hardware, Software, Disposable

AOut of Band Authentication
o Phone, emalil, website,
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Why Is This An Issue?

AThe average balance, per account, is in the range of $500,000.

AHalf a million dollars, on average, in a single account immediately
makes the your account a high value target.

AFiduciary responsibility by customer to reduce risk through
diversification of accounts.

AProtect corporate assets, fraudsters read the same press we do.
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Tomorrowods Chal l

enges

AFraud attacks are compromising multiple factors
o Log in credentials, one-time passwords,
o Device sessions in real time, and

AConvergence of telephony & computing

o Land lines to cell phones to smart phones
A Dual Band Single Use
A Dual Band Simultaneous Use
A The phone and the computer are one
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Evolving Attack Methods

MITB i Man-in-the-Browser Attacks

o Stolen Online Banking log in credentials

A Activates on login & steals credentials & OTP

A Blocks session and re-logs in from another machine
o Remote Control

A Mal ware uses customerds machine as a ptr
appears to be legitimate customer

o Session Hijacking

A Malware intercepts the session and activity then invisibly
changes payee and amounts
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What do Businesses Say?

Importance of Sophisticated Online Banking Capabilities
¥When Small Businesses Select a Primary Financial Institution
(N=2823)

Mumber one consideration 22%

Top two orthree consideration 4%
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Concern About Security

. Which of the following are reasons why your business
doesn't pay bills online? (n=45)

Comfortable with current methods
Concemed about security
Concemed about computer glitches

Fees aretoo high

Don't know enough about it
Warriedthat paymentswont be
receivedontime

Current fimancial institution doesmt affer
theservice
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What Bankers Say

s Ona scaleof 1 (very low] to & (very high ). how wouold ywou rate
the evolution of ywourcustomers”...

Lewvel oftrustin aonlimne banking today

Level aoftrustin online banking 24
monthsago

Lewvel oftrustin e-mailsentby ywouwrfirm
today

Level oftrust in e-mailsentby vouwrfirm
24 months agao

Percentage of res pondents
mery lowito low =wiAverage = High to very high
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Online Banking Fraud

(1. On a scale of 1 (no increase) to 5 (significant
increase). how significant has been the increase in

online banking/bill pay fraud losses at your institution
overthe past 12 months’? (n=21)

Moticeable
Increase to
significant
Increase,
Small :
Increase, 10%
b7 %
Mo
Increase,
24%
Silicon Valley Bank » Alte 13

A Member of SVB Financial Group




The Fraud Environment

Ci: OnoAa scale of 1 (not at all concemed} tao 5 (wery
cancermed),. how concemed are ywou with the faollowing
IsSsuesT (N=23)

Phishing attacks

Dff-line stealing and misuse of
aonline banking credentials

I theft

Cross-channel fraud

= Mot at all concemed to neutral

= Concermed to verny concermned
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The Fraud Environment

220 DOnoa scale of 1 (not at all concemeaed) tao S (verny
concermed),. how concermed are yvyou with the following
issues T (N=23}

Consumers’
confusionsfannoyance with
authentication processes

Fraud using online bbill pavmeant

Wishing (phishing’s phone
ecuiw alent)

Swnthetic I fraud

= Mot at all concemeaed to mneutral

= Concermed to wvery concermed
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The Fraud Environment

22 0N oa scale of 1 (not at all concemed)} to 5 (wvery
coancermad). how concermed are yvou with the following
issues? (N=23}

Fraud using the “"funds transfer”
function

Fraud through call center using
social enginearing

PAalvware and Trojans attacks on
wvour end-users’ PCs

Fraud using the check and
account data visibble aonline

Fraud using the "change of
address” function

= ot at all concermed to neutral

m Concermned to wvery concermned
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Shifting Losses

Forecast Percentage Point Shift in "lmportant / Extremely
Important” Fraud per Payment Method, Present vs. 3 Years' Time

ACH, B4pp
Wire, 38pp
Credit Cards,
18pp ATM
Withdrawsals, Debit Gards,
gpp GppP

Check, -31pp
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Shifting Channel Importance

Forecast Percentage Point Shiftin "lmportant / Extremely
Important” Fraud per Channd, Present vs, 3 Years' Time

Mobile Banking,

45pp
Call Center,
Hpp
ATM, 23p
ISnline Banking,
15pp
VR, 3pp
hMail, Cpp
Branch, -Spp
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Cross-channel, Online & RDC

Forecast Percentagee Foint Shiftim "l poaortannt F Extrennmaely
Importcamt” Fraoud per ""Hot lssue," Fresent vws., = Years” Time

Cross-Chanmssl
Fraouvod, 549pp

ther Omlims )
rauc, I8pp Social
Enginesring -
Remote Branch / Call
posit Frawcd, Center, 21pp
F1pE
heft, 223 pp
Swnthestic
rntities, 15
arcl Frawd,
(= el ]
thher STheck
raud, OCppe

Check W ritimg
Fraoud, -Sp @
Phishing,
AT Fraud, -1vee
-1&5pe Check Deposit
Fravd, -232pp
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FBI Cyber Investigations

Thomas Ravenelle

Assistant Special Agent In Charge
Federal Bureau of Investigation
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FBI Cyber Program

ACyber Division formed in 2002

ACyber career path
o Cyber squads in all 56 field offices (4 in SF)
o National Cyber Investigative JTF
ARegional Cyber Action Teams
o Agents, forensic examiners, others
o Contractor support
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Focusing on the Threat

ANational Cyber Investigative Joint TF
o 17 LE and intelligence agencies
o Based in Northern Virginia
o Coordinates domestic cyber investigations

o Organized into Threat Focus Cells
A Informal dissemination within group
A Formal dissemination between agencies
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The FBI Strategy

APrioritize against the greatest threats
Aldentify the most important actors

ATarget them with sophisticated investigations
AProsecute them wherever they are
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FBI Cyber Priorities

ACounterterrorism Intrusions
ACounterintelligence Intrusions
ACriminal Intrusions

AOnline Child Exploitation
Alntellectual Property
Alnternet Fraud
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FBI Criminal Investigations

AVarious cyber-related offenses
o Unlawful access to computers
o Material support to terrorism
o Espionage/Economic Espionage
o Use of the Internet to trade child porn
o Intellectual Property Rights
o Fraud
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Cyber Fraud Criminal Hierarchy

Bot Herders

Brokers
Vendors

Carders

Arrows
Mules
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Aggressive Investigations

ATechniques
o Undercover operations
o Wiretaps
o Confidential Human Sources
o Traditional investigative techniques
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Getting the Word Out

ADissemination ASAP of case information
o Even in active criminal investigations

Alnforming those who can use the data

o Within government

A Intelligence Community

A Information Assurance i DHS, USCERT
o Private sector

A InfraGard

A ISACs

o General public
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Getting the

Word Out

/

FS-ISAC YELLOW: The contents of this alert are sensitive, and intended only for the recipients
and other FS-ISAC members with a need-to-know.

IS@AC PSS SRS RFORMSTIN M The Electronic Payments Association®

Corporate Account Takeover Impacts Payment Systems
21 August 2009

This product was created as part of a joint effort between the Federal Bureau of Investigation,
the Financial Services Information Sharing and Analysis Center (FS-ISAC) and NACHA - the
Electronic Payments Association, in coordination with the U.S. Department of Treasury.

Background

Within the last six months, the FBI has seen a significant increase in fraud involving the
exploitation of valid online banking credentials belonging to small and medium sized businesses.
In a typical scenario, the attack vector is a “spear phishing”® e-mail which contains either an
infected file or a link to an infectious Web site. The e-mail recipient is generally a person within
a company who can initiate funds transfers on behalf of the business, or a credential account
holder (treasury management platforms typically support both wires and Automated Clearing
House (ACH) transfers). Once the user opens the attachment, or navigates to the Web site,
malware” is installed on the user’s computer. The malware contains a key logger, which harvests
the user’s corporate online banking credentials. Shortly thereafter, the subject either creates
another user account from the stolen credentials or directlv initiates a finds transfer
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Overseas Efforts

AFBI Agent assigned to Romanian National Police for last
four years

ARussia assisting with Cyber investigations and helping
FBI get more involved with Ukraine (Estonia and the
Hague soon)

AFBI Cyber asked to join Europol to combat organized
Cyber criminal efforts

AFBI International Operations Division
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FBI Legal Attacheé Offices

Ottawa
Mexico City

Panama City
Caracas
Santo Domingo
Bridgetown
Bogota
Brasilia
Santiago
Buenos Aires
San Salvador

Berlin
London
Paris
Bern

Madrid
Rome
Brussels
Vienna
Copenhagen

Algiers
Cairo
Lagos

Nairobi

Pretoria

Freetown
Dakar
Rabat

Astana
Athens
Tallinn
Bucharest
Budapest
Sofia
Prague
Warsaw
Moscow
Sarajevo
Sofia
Kyiv
Thilisi
Abu Dhabi
Amman
Ankara
Doha
Tel Aviv
Riyadh
Islamabad
New Delhi
Kabul
Baghdad

SAnnn

Tokyo
Seoul
Hong Kong
Bangkok
Manila
Singapore
Beijing
Jakarta
Phnom Penh
Kuala Lumpur

Canberra
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